


“ABIT = CYBERAWARENESS £\VERY DAY
KEEPS THE HACKER AWAY"




9 ARGUMENTEN VOOR LEUKE TRAININGEN

“A BIT OF CYBER AWARENESS EVERY DAY KEEPS THE HACKER AWAY”

1. Tussen de stoel en het toetsenbord ...
2. Weten is niet hetzelfde als “doen”

3. Het is geen ‘level-playing field’

4. Zelfs ‘legends’ moeten trainen

5. Training hou je alleen vol als het ook leuk is !
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https://www.cpomagazine.com/cyber-security/caesars-entertainment-discloses-cyber-attack-ransom-payment-made-weeks-before-mgm-heist/

https://tech.co/news/caesars-data-breach-state

Explaining exactly what happened in the breach, Caesars notes that it was the “victim of a social
engineering attack on an outsourced IT support vendor that resulted in unauthorized access (on
August 18, 2023) to Caesars' network and the exfiltration of data(beginning on or about August
23,2023)."




https://www.reuters.com/business/mgm-expects-cybersecurity-issue-negatively-impact-third-quarter-earnings-2023-10-05/
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https://fd.nl/bedrijfsleven/1478223/hoe-chatgpt-tegen-wil-en-dank-co-piloot-wordt-van-de-cybercrimineel https://www.isaca.org/resources/news-and-trends/isaca-now-blog/2023/the-biggest-ai-moment-ever-for-cybercrime-just-happened



https://securityboulevard.com/2023/06/palo-alto-networks-finds-cyberattack-patterns-changing/

The report also noted that while cybercriminals are not yet widely using generative Al to create cyberattacks, there has
been an increase in attacks aimed specifically at operational technology (OT) platforms. In the last year, Unit 42
reported a 28% increase in the ratio of malware aimed specifically at vertical industries using OT technologies.

Anand Oswal, senior vice president and general manager for network security at Palo Alto Networks, said that while
attacks against OT technologies are not new, the level of increase suggested that cybercriminals are increasing their

focus on critical infrastructure.

Overall, the report also noted that 13% of the network traffic generated by malware is now encrypted using the secure

socket layer (SSL) protocol and that cryptominer traffic has doubled in the last year.

https://fd.nl/bedrijfsleven/1493504/gijzelsoftware-raakt-nederlands-bedrijfsleven-minder-hard
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Bron: IBM Security - Cost of a Data Breach Report 2023






LET THE GAMES BEGIN



